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	Learn	how	to	update	your	app	permissions	with	step-by-step	visual	guides.	You	can	allow	some	apps	to	use	various	features	on	your	phone,	such	as	your	camera	or	contacts	list.	An	app	will	send	a	notification	to	ask	for	permission	to	use	features	on	your	phone,	which	you	can	Allow	or	Deny.	You	can	also	change	permissions	for	a	single	app	or	by
permission	type	in	your	phone's	Settings.	On	your	phone,	open	the	Settings	app.	Tap	Apps.	Tap	the	app	you	want	to	change.	If	you	can't	find	it,	tap	See	all	apps.	Then,	choose	your	app.	Tap	Permissions.	If	you	allowed	or	denied	any	permissions	for	the	app,	you’ll	find	them	here.	To	change	a	permission	setting,	tap	it,	then	choose	Allow	or	Don't	allow.
For	location,	camera,	and	microphone	permissions,	you	may	be	able	to	choose:	All	the	time	(Location	only):	The	app	can	use	the	permission	at	any	time,	even	when	you’re	not	using	the	app.	Allow	only	while	using	the	app:	The	app	can	use	the	permission	only	when	you're	using	that	app.	Ask	every	time:	Every	time	you	open	the	app,	it'll	ask	to	use	the
permission.	It	can	use	the	permission	until	you’re	done	with	the	app.	Don't	allow:	The	app	cannot	use	the	setting,	even	when	you’re	using	the	app.		Change	permissions	based	on	their	type	You	can	check	which	apps	have	the	same	permission	setting.	For	example,	you	can	check	which	apps	have	permission	to	view	your	calendar.		On	your	phone,	open
the	Settings	app.	Tap	Privacy		Permission	manager.	Tap	a	permission	type.	If	you	allowed	or	denied	permission	to	any	apps,	you’ll	find	them	here.	To	change	an	app’s	permission,	tap	the	app,	then	choose	your	permission	settings.		Types	of	permissions	Below	is	a	list	of	permissions	and	what	they	do	when	turned	on	for	an	app.	Body	sensors:	Get	sensor
info	about	your	vital	signs.	Calendar:	Use	your	default	calendar.	Call	logs:	Access	and	change	your	call	history.	Camera:	Use	your	camera	to	take	pictures	or	videos.	Contacts:	Access	your	contacts	list.	Location:	Gets	your	device’s	location.	Learn	about	location	settings.	Microphone:	Record	audio.	Nearby	Bluetooth	devices:	Apps	can	discover	and
connect	to	nearby	devices.	Learn	how	to	find	and	set	up	nearby	devices.	Phone:	Make	and	manage	phone	calls.	Physical	activity:	Get	info	about	your	activity	like	walking,	biking,	step	count,	and	more.	SMS:	Access	incoming	and	send	outgoing	text	messages.	Storage:	Get	photos	and	other	files	on	your	phone.	Files	and	media:	Use	photos,	media,	and
other	files	on	your	phone.	Automatically	remove	permissions	for	unused	apps	On	your	phone,	open	the	Settings	app.	Tap	Apps.	Tap	the	app	you	want	to	change.	If	you	can't	find	it,	tap	See	all	apps.	Then,	choose	your	app.	Under	"Unused	apps,"	turn	on	Remove	permissions	and	free	up	space.	Disable	camera	or	microphone	access	on	your	device	On
your	phone,	open	the	Settings	app.	Tap	Privacy.	Turn	off	Camera	access	or	Microphone	access.	Related	resources	Download	apps	to	your	Android	device	Delete	or	disable	apps	on	Android	I	really	liked	all	these	answers.	Most	scripts	to	export	and	rename	all	of	them	were	written	in	Bash.	I	made	a	small	Perl	script	which	does	the	same	(which	should
work	both	in	Perl	for	windows	and	linux,	only	tested	on	Ubuntu).	This	uses	ADB:	download-apk.pl	#!/usr/bin/perl	-w	#	Automatically	export	all	available	installed	APK's	using	adb	use	strict;	print	"Connect	your	device...";	system("adb",	"wait-for-device");	open(my	$OUT,	'-|',	'adb',	'shell',	'pm',	'list',	'package',	'-f');	my	$count	=	0;	while(my	$line	=	)	{
$line	=~	s/^\s*|\s*$//g;	my	($type,	$path,	$package)	=	$line	=~	/^(.*?):(.*)=(.*)$/	?	($1,$2,$3)	:	die('invalid	line:	'.$line);	my	$category	=	$path	=~	/^\/(.*?)\//	?	$1	:	'unknown';	my	$baseFile	=	$path	=~	/\/([^\/]*)$/	?	$1	:	die('Unknown	basefile	in	path:	'.$path);	my	$targetFile	=	"$category-$package.apk";	print	"$type	$category	$path	$package
$baseFile	>>	$targetFile";	system("adb",	"pull",	$path);	rename	$baseFile,	$targetFile;	}	Make	sure	adb(.exe)	is	in	your	path	or	same	directory	Connect	your	phone	Run	download-apk.pl	The	output	is	something	similar	to:	#	./download-apk.pl	Connect	your	device...	*	daemon	not	running.	starting	it	now	on	port	5037	*	*	daemon	started	successfully	*
package	system	/system/app/YouTube/YouTube.apk	com.google.android.youtube	YouTube.apk	>>	system-com.google.android.youtube.apk	5054	KB/s	(11149871	bytes	in	2.154s)	package	data	/data/app/com.ghostsq.commander-1/base.apk	com.ghostsq.commander	base.apk	>>	data-com.ghostsq.commander.apk	3834	KB/s	(1091570	bytes	in	0.278s)
package	data	/data/app/de.blinkt.openvpn-2/base.apk	de.blinkt.openvpn	base.apk	>>	data-de.blinkt.openvpn.apk	5608	KB/s	(16739178	bytes	in	2.914s)	etc.	Android	6.0	(M)	offers	new	features	for	users	and	app	developers.	This	document	provides	an	introduction	to	the	most	notable	APIs.	Start	developing	To	start	building	apps	for	Android	6.0,	you
must	first	get	the	Android	SDK.	Then	use	the	SDK	Manager	to	download	the	Android	6.0	SDK	Platform	and	System	Images.	Update	your	target	API	level	To	better	optimize	your	app	for	devices	running	Android	,	set	your	targetSdkVersion	to	"23",	install	your	app	on	an	Android	system	image,	test	it,	then	publish	the	updated	app	with	this	change.	You
can	use	Android	APIs	while	also	supporting	older	versions	by	adding	conditions	to	your	code	that	check	for	the	system	API	level	before	executing	APIs	not	supported	by	your	minSdkVersion.	To	learn	more	about	maintaining	backward	compatibility,	read	Supporting	Different	Platform	Versions.	For	more	information	about	how	API	levels	work,	read
What	is	API	Level?	Fingerprint	Authentication	This	release	offers	new	APIs	to	let	you	authenticate	users	by	using	their	fingerprint	scans	on	supported	devices,	Use	these	APIs	in	conjunction	with	the	Android	Keystore	system.	To	authenticate	users	via	fingerprint	scan,	get	an	instance	of	the	new	FingerprintManager	class	and	call	the	authenticate()
method.	Your	app	must	be	running	on	a	compatible	device	with	a	fingerprint	sensor.	You	must	implement	the	user	interface	for	the	fingerprint	authentication	flow	on	your	app,	and	use	the	standard	Android	fingerprint	icon	in	your	UI.	The	Android	fingerprint	icon	(c_fp_40px.png)	is	included	in	the	Biometric	Authentication	sample.	If	you	are
developing	multiple	apps	that	use	fingerprint	authentication,	note	that	each	app	must	authenticate	the	user’s	fingerprint	independently.	To	use	this	feature	in	your	app,	first	add	the	USE_FINGERPRINT	permission	in	your	manifest.	To	see	an	app	implementation	of	fingerprint	authentication,	refer	to	the	Biometric	Authentication	sample.	For	a
demonstration	of	how	you	can	use	these	authentication	APIs	in	conjunction	with	other	Android	APIs,	see	the	video	Fingerprint	and	Payment	APIs.	If	you	are	testing	this	feature,	follow	these	steps:	Install	Android	SDK	Tools	Revision	24.3,	if	you	have	not	done	so.	Enroll	a	new	fingerprint	in	the	emulator	by	going	to	Settings	>	Security	>	Fingerprint,
then	follow	the	enrollment	instructions.	Use	an	emulator	to	emulate	fingerprint	touch	events	with	the	following	command.	Use	the	same	command	to	emulate	fingerprint	touch	events	on	the	lockscreen	or	in	your	app.	adb	-e	emu	finger	touch	On	Windows,	you	may	have	to	run	telnet	127.0.0.1	followed	by	finger	touch	.	Confirm	Credential	Your	app	can
authenticate	users	based	on	how	recently	they	last	unlocked	their	device.	This	feature	frees	users	from	having	to	remember	additional	app-specific	passwords,	and	avoids	the	need	for	you	to	implement	your	own	authentication	user	interface.	Your	app	should	use	this	feature	in	conjunction	with	a	public	or	secret	key	implementation	for	user
authentication.	To	set	the	timeout	duration	for	which	the	same	key	can	be	re-used	after	a	user	is	successfully	authenticated,	call	the	new	setUserAuthenticationValidityDurationSeconds()	method	when	you	set	up	a	KeyGenerator	or	KeyPairGenerator.	Avoid	showing	the	re-authentication	dialog	excessively	--	your	apps	should	try	using	the	cryptographic
object	first	and	if	the	timeout	expires,	use	the	createConfirmDeviceCredentialIntent()	method	to	re-authenticate	the	user	within	your	app.	This	release	enhances	Android’s	intent	system	by	providing	more	powerful	app	linking.	This	feature	allows	you	to	associate	an	app	with	a	web	domain	you	own.	Based	on	this	association,	the	platform	can
determine	the	default	app	to	use	to	handle	a	particular	web	link	and	skip	prompting	users	to	select	an	app.	To	learn	how	to	implement	this	feature,	see	Handling	App	Links.	Auto	Backup	for	Apps	The	system	now	performs	automatic	full	data	backup	and	restore	for	apps.	Your	app	must	target	Android	6.0	(API	level	23)	to	enable	this	behavior;	you	do
not	need	to	add	any	additional	code.	If	users	delete	their	Google	accounts,	their	backup	data	is	deleted	as	well.	To	learn	how	this	feature	works	and	how	to	configure	what	to	back	up	on	the	file	system,	see	Configuring	Auto	Backup	for	Apps.	This	release	provides	you	with	APIs	to	make	sharing	intuitive	and	quick	for	users.	You	can	now	define	direct
share	targets	that	launch	a	specific	activity	in	your	app.	These	direct	share	targets	are	exposed	to	users	via	the	Share	menu.	This	feature	allows	users	to	share	content	to	targets,	such	as	contacts,	within	other	apps.	For	example,	the	direct	share	target	might	launch	an	activity	in	another	social	network	app,	which	lets	the	user	share	content	directly	to
a	specific	friend	or	community	in	that	app.	To	enable	direct	share	targets	you	must	define	a	class	that	extends	the	ChooserTargetService	class.	Declare	your	service	in	the	manifest.	Within	that	declaration,	specify	the	BIND_CHOOSER_TARGET_SERVICE	permission	and	an	intent	filter	using	the	SERVICE_INTERFACE	action.	The	following	example
shows	how	you	might	declare	the	ChooserTargetService	in	your	manifest.	For	each	activity	that	you	want	to	expose	to	ChooserTargetService,	add	a	element	with	the	name	"android.service.chooser.chooser_target_service"	in	your	app	manifest.
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